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Abstract: To solve the problem that the model accuracy remains low when the data are not independent and identically
distributed (non-IID) across different clients in federated learning, a privacy-preserving data augmentation scheme was
proposed. Firstly, a data augmentation framework for federated learning scenarios was designed. All clients generated
synthetic samples locally and shared them with each other, which eased the problem of client drift caused by the differ-
ence of clients’ data distributions. Secondly, based on generative adversarial network and differential privacy, a private
sample generation algorithm was proposed. It helped clients to generate informative samples while preserving the privacy
of clients’ local data. Finally, a differentially private label selection algorithm was proposed to ensure the labels of syn-
thetic samples will not leak information. Simulation results demonstrate that under multiple non-1ID data partition strate-
gies, the proposed scheme can consistently improve the model accuracy and make the model converge faster. Compared
with the benchmark approaches, the proposed scheme can achieve at least 25% accuracy improvement when each client
has only one class of samples.
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